YTBEPXXAIO:

MBY 10 «A111N» HP PO
K ~__/10.B. ®ponosa/
0T

HpI/IKaS Ne 10-O1 ot «01» mapra 2021 .

IHoauTHKAa B OTHOLLIEHUH OﬁpaﬁOTKI/l MEPCOHAJIBHBIX TAHHBIX
B MBY 10 «/IILIK HP PO

1. Obwue nonoycenus

1.1. Hacrosimas moiMTHKa B OTHONICHHMH OOpPaOOTKM TIEPCOHAIBHBIX JTaHHBIX |
peanu3anuu TpeOoBaHMH K 3auTe nepcoHanbHbIX gJaHHeIX B MBY 10 «ILLIW» HP PO (nanee -
[TonmutHka) pa3zpaboTaHa B COOTBETCTBHHM C 4acThio 2 cratbu 18.1 denmepanpbHOro 3akoHa OT
27.07.2006 Ne 152-®3 «O nepcoHaJIbHBIX JaHHBIX).

1.2. Henwto Ilomutukm siBisieTcs oOecredeHUE 3alluThl MpaB U CBOOOJ deOBEKa M
rpaxxaaHuHa Tpu 00paboTKe ero MepcoHANbHBIX TAaHHBIX, B TOM YHCIE 3aIIUTHl MpaB Ha
HEMPUKOCHOBEHHOCTh YaCTHOM KU3HU, TUYHYIO U CEMEIHYIO TailHy.

1.3. Tonutuka sBASETCS OOMIEAOCTYIMHBIM JIOKYMEHTOM, EKIAPUPYIOIMUM OCHOBBI
nesitensHocTH MBY 10O «/ILL» HP PO, cBsizanHOM ¢ 00pab0OTKOM EPCOHATBHBIX JTAHHBIX.

1.4. [letictBue IloauTHKy HE pacIpOCTPaHSAETCSl HA OTHOLIEHUS, BOSHUKAIOLINE MIPH:

- OpraHu3allM¥ XPAaHEHHUs, KOMIUIEKTOBAHHUS, y4e€Ta M HCIOJIb30BAaHUS COAEPKALIUX
MEPCOHAIBHBIE JIaHHBIE APXHMBHBIX JIOKYMEHTOB B COOTBETCTBUU C 3aKOHOJATEIHCTBOM 00
apxuBHOM Jienie B Poccuiickoi @enepannu;

- 00paboTKe MEepPCOHANBHBIX JJAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM IMOPSIKE K
CBEJICHUSM, COCTABIISIOIINM IOCY1apCTBEHHYIO TalHY.

1.5. B IlonuTuke UCHOIB3YIOTCA TEPMUHBI M ONPEIEIECHUS, YCTAaHOBIICHHBIE B
®enepanbaoM 3akoHe 0T 27.07.2006 Ne 152-D3 «O nepcoHaIbHbIX JaHHBIX).

1.6. MbY O «AlIN» HP PO sBusgerca omneparopoM, OpPraHU3YIOIIUM H
OCYHIECTBIISIOUM 00pabOTKY TMEpPCOHATBHBIX JaHHBIX, a TaKXKe OMNPEICNIOMNUM IeNn
00pabOTKH MEPCOHATBHBIX JAHHBIX, COCTAB MEPCOHANBHBIX JAHHBIX, MOJICKAIMUX 00paboTKe,
neiicTBus  (omeparu), COBEpIIaeMble C MEPCOHAIbHBIMU JAHHBIMH, B CTPYKTYpPHBIX
noapazaenenusx MbY J10 «/I1LI» HP PO.

2. Ilpunyunst u yenu o6padboOmMKu REPCOHATLHBIX OAHHDBIX,
CyObeKmobl nepCcoHaAIbHbIX OAHHBIX

2.1. O6pabotka mepcoHanbHbiXx naHHbIX B MBY JIO «IllIN» HP PO ocHoBana Ha
CJICAYIOUINX MPUHIIUIIAX:

2.1.1. CobmroieHre 3aKOHHOCTH IIeJIeH U CITocO00B 00paOOTKH MEPCOHANIBHBIX JIAHHBIX.

2.1.2. O6paboTKa MEepCOHATBHBIX JaHHBIX OIPAHHMYUBACTCS TOCTHKEHUEM KOHKPETHBIX,
3apaHee OIpee/ICHHbIX LeNeH.

2.1.3. CootBercTBHE Leneld 0OpaOOTKM TMEPCOHAIBHBIX JaHHBIX IensiM  cOopa
NEPCOHANBHBIX JAHHBIX, COJIEPHKAHUIO U 00bEMY 00pabaThIBa€MBbIX IEPCOHAIBHBIX JJAHHBIX.

2.1.4. HenonyctuMocTh 00beIMHEHNS 0a3 JaHHBIX, COJIEPKAIUX IIepPCOHAIbHbIC JaHHbIE,
00paboTKa KOTOPHIX OCYIIECTBIISICTCS B IIEJISIX, HECOBMECTUMBIX MEXTYy COOOH.

2.1.5. ObGecrieyeHne TOYHOCTH, TOCTATOYHOCTH M aKTyaJIbHOCTH MEPCOHATBHBIX JAHHBIX
10 OTHOILEHMIO K LeIsIM 00pabOTKH NEPCOHANbHBIX JaHHBIX.

2.1.6. BeinosiHeHNE MPABOBBIX, OPraHU3AMOHHBIX M TEXHUYECKUX MEp MO 00ecreueHuIo
0€30MacHOCTH IEPCOHATBLHBIX JJAHHBIX MTPU UX 00paboTKe.

2.1.7. Cobmtonmenue mpaB cyObeKTa NEPCOHATBHBIX JAaHHBIX Ha JOCTYH K €ro
HEPCOHAIBHBIM JJaHHBIM.
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2.1.8. XpaHeHHe TNepCOHAIBHBIX JAaHHBIX OCYIIECTBISAECTCS B (OpMe, TO3BOISIONIEH
OTIpeNIeNIUTh CyOBhEeKTa MEePCOHATBHBIX TaHHBIX, HE JOJbBIIE YeM ITOTO TPeOYIOT e 00paboTKu
MEPCOHAIBHBIX JaHHBIX.

2.1.9. YauuToxxeHue o0pabaThIBAaEMBIX MEPCOHATBHBIX IAHHBIX MO TOCTHKEHUU IeJIeH
00paboTKK WK B cllyyae yTpaTbl HEOOXOJMMOCTH B JOCTHKEHHH ITHX IIeNied, eclIu WHOE He
IPEIyCMOTPEHO (peepatbHBIM 3aKOHOM.

2.2. Henssmu 06paboTku nepcoHanbHbiX 1aHnHbiX B MBY J1O «IIIN» HP PO sBastores:

2.2.1. OcyuiecTBiI€HUE U BBHIMOJHEHUE BO3JIOKEHHBIX 3aKOHOJATENLCTBOM Poccuiickoit
®denepannn Ha Onieparopa PyHKIIUN, TTOJTHOMOYHH W 00S3aHHOCTEH, B YaCTHOCTH:

- BBITMOJIHEHUE TpeOOBaHUI 3aKOHOAATENbCTBA B cpepe TpyAa U HaJIOrO0OI0KEHHUS;

- BeZICHHE TeKYIIEro OyXrajJTepckoro U HaJIOroBoro yuéra, GopmMupoBaHue, M3roTOBICHNE
U CBOEBPEMEHHasI 110/1a4ya OyXraJlTepCcKoil, HAIOTOBOW M CTaTUCTUYECKON OTUETHOCTH;

- BBHINIOJIHEHHE TPEOOBaHMI 3aKOHOJATEIBCTBA MO OMPEACIICHUIO MOpPsIAKa 00padoTKU U
samuTel [IJIH TpaxxmaH, SBIAIOMUXCS OOYYaIOMIUMUCS, WX 3aKOHHBIMU IPEACTABUTEISIMH,
KOHTpareHTaMH OIepaTopa, MHBIX CYOBEKTOB (J1ajiee — CyOBEKThI MEPCOHATBHBIX JTaHHBIX).

2.2.2. OcymiecTBieHus NPaB U 3aKOHHBIX MHTEPECOB OllepaTopa B paMKax OCYILECTBICHHUS
BUJIOB JESTENBHOCTH, MPEIYCMOTPEHHBIX YCTaBOM M HMHBIMU JIOKaJIbHBIMU HOPMATHUBHBIMU
aKTaMu;

2.2.3. B HHBIX 3aKOHHBIX IEJIAX.

2.3. CyObexktamu 00pabOTKH mepcoHanbHbIX AaHHBIX B MBY J10 «/lIMW» HP PO
SBIISIOTCS:

2.3.1. I'paxxnane, cocrosamue ¢ MBY J10 «/IlHN» HP PO B oTHOWIEHUSX, pETYIUPYEMBIX
TPYJOBBIM 3aKOHOAATEIHCTBOM.

2.3.2. O6yqaromuxcsi B MBY J1O «/ILLIN» HP PO u ux 3akOHHBIX IpEICTaBUTENEH;

2.3.3. KontparentoB MBY J10 «/IILIN» HP PO;

2.3.4. Ouznueckux iaui, obparusmmecs B MBY IO «AIlM» HP PO B mnopsake,
yctanoBieHHOM ®enepanbHbiM 3akoHOM "O TOpSIIKE PACCMOTPEHHUS OOpAIIeHW TpakaaH
Poccuiickoit deneparun'.

3. Ycnoeusa obpabomku nepconanvhvix oannvlx

3.1. YcioBusi 00padoTKH cieHAJBHBIX KATErOPUM NePCOHAJIBHBIX JaHHBIX.

O6paboTka crenuanbHBIX KaTErOpuil MepCOHANBHBIX JaHHBIX ocymiecTBisiercss MBY 10
«AIN» HP PO cornacHo cr. 10 ®enepanpHoro 3akoHa ot 27.07.2006 Ne 152-®3 «O
MEPCOHAIBHBIX JAHHBIX» U C COOJIIOJIEHUEM CIEAYIOIIUX YCIOBU:

- 00paboTka TeEepCOHAJIbHBIX MJAHHBIX OCYIIECTBISIETCS B  COOTBETCTBHHM  C
3aKOHOJATEIBLCTBOM O TOCYJIaPCTBEHHOM COLMAIILHOM ITOMOIIY, TPYAOBBIM 3aKOHOJATEIBCTBOM,
3aKoHoJaTenbCcTBOM Poccuiickoit Denepannn 0 MEHCUAX MO TOCYJAPCTBEHHOMY MEHCUOHHOMY
00€CTIeYeHNIO, O TPYAOBBIX MEHCHSIX;

- CyOBEKT MEPCOHAIBHBIX JTAaHHBIX Jlajl COIJIaCHe B MUChbMEHHON (dopMe Ha 00pabOTKy
CBOMX MEPCOHATBHBIX JaHHBIX.

3.2.YcaoBusi 00padO0TKH OMOMETPUYECKHUX NMEPCOHATBbHBIX TAHHBIX.

CBeznieHus, KOTOPbIE XapaKTEepU3yIOT (PU3UOJIOTHUECKUE U OHOIOTHYeCKHe OCOOCHHOCTH
YyelloBeKa, Ha OCHOBAaHUU KOTOPBIX MOXKHO YCTaHOBUTh €ro JHMYHOCTH (OMOMETpHYecKHe
NEPCOHAIBHBIE TaHHBIE) U KoTopble ucnonb3ytores MBY 10 «ILLM» HP PO nns ycranoBieHus
JUYHOCTH cyOBbeKTa nepcoHanbHbIX naHnHbix MBY JIO « AILIN» HP PO, He oOpabaTeiBatoTcs.

3.3.YcnoBust 00padoTKH HHBIX KATETOPUH MEPCOHAIBHBIX JTAHHBIX.

O06paboTKa MHBIX KaTETOPUH MEPCOHATBHBIX JaHHBIX ocyliecTBisieTcs MBY J10 «JI1LIN»
HP PO ¢ cobnrogenneM Cieyronmx yCIoBHii:

-00paboTka TEpPCOHAIBHBIX JAHHBIX HEOOXOAuMa I JOCTIDKEHHUS  IIeJieH,
MPEAYCMOTPEHHBIX MEXIYHApOAHBIM N0TOBOpoM Poccuiickoit ®denepaunu Uiy 3aKOHOM, JISI



OCYIIIECTBJICHUS U BBIMOJHEHUSI BO3JIOKEHHBIX 3aKOHOAATENbCTBOM Poccuiickoit denepannu Ha
MBY J10 «A1LN» HP PO paitona ¢pyHKIMiA, TOTHOMOYHN U 00sI3aHHOCTEH;

- 00paboTKa MepCOHATBHBIX JAHHBIX HEOOXOIMMA JJI UCIIOJTHEHHS I0TOBOPa, CTOPOHOM
KOTOpPOTo 10O BBITOJONPHOOPETATEEM WM MOPYYUTEIEM MO KOTOPOMY SIBISIETCS CYOBEKT
NEPCOHAIBHBIX [AHHBIX, a TakXKe JMJIs 3aKJIOUeHHUs JO0roBopa IO HMHHUIMATHBE CyObEKTa
MEPCOHANBHBIX JAHHBIX WM JOTOBOPA, MO KOTOPOMY CYOBEKT MEPCOHANBHBIX JAaHHBIX Oyaer
ABIIATHCS BBITOJONPUOOpETATENIEM I TOPYUUTETIEM;

-00paboTKa MepCOHANBHBIX JAHHBIX OCYILIECTBIISICTCS C COTacus cyObeKTa NepCOHANIBHBIX
JIAHHBIX Ha 00pa0OTKy €ro MepCcoHaIbHBIX JaHHBIX.

4. Obazannocmu MBY /1O «/ILLIH» HP PO npu 06padomke nepcoHanibHbIX OAHHBIX

4.1. I3naBaTh MpaBOBbIC aKTHI IO BOMPOCcaM 00paObOTKH MEPCOHATBHBIX TaHHBIX, a TAKXKE
IIPaBOBbIE AKThl, YCTAHABJIMBAIOLIME MPOLEIYpPHl, HAMNPABICHHBICE Ha MPEJOTBPAILCHUE U
BBISIBJICHHE HapyLICHUN 3aKkoHozarenbcTBa Poccuiickoi dexepanvv M MHBIX HOPMAaTUBHBIX
IIPABOBBIX aKTOB, CBSA3aHHBIX C 00PAaOOTKOM MEPCOHANBHBIX JaHHBIX, YCTPAHEHHUE MOCIEICTBUI
TaKUX HAPYILICHUM.

4.2. OnpenensiTe COCTaB U MEPEYEHb IPABOBBIX, OPraHU3ALMOHHBIX U TEXHUYECKUX MEp,
HEOOXOIUMBIX U IOCTATOYHBIX JIJIsl 00€CTICUCHSI BBITIOTHEHHS 00S3aHHOCTEH, TIPETy CMOTPEHHBIX
®enepanbHbIM 3aK0HOM OT 27.07.2006 Ne 152-D3 «O nepcoHaNbHBIX TaHHBIX» U MPUHITHIMU B
COOTBETCTBUU C HUM MYHUIIUTIATbHBIMU HOPMATUBHBIMU MTPABOBBIMU aKTAMH.

4.3. HaznayaTh qU110, OTBETCTBEHHOE 32 OpraHU3aINI0 00pabOTKH EPCOHATBHBIX JaHHBIX
B MBY J10 «1l1IN» HP PO, kotopoe, B 4aCTHOCTH:

- MOJIy4yaeT yKazaHusd HemnocpeactBeHHO oT aupektopa MBY JIO «/ILLIN» HP PO u
MOJOTYETHO EMY;

- OCYIICCTBIISIET BHYTPEHHUI KOHTPOJIb 32 COOTIOCHUEM 3aKOHOIaTebCcTBa Poccuiickoit
®denepallii U1 UHBIX HOPMATUBHBIX MPABOBBIX AKTOB O MEPCOHAIBHBIX JAaHHBIX, B TOM YHCIIE
TpeOOBaHUI! K 3alIUTE EPCOHANBHBIX JaHHBIX;

- o0ecreunBaeT JOBEJACHUE 10 CBEACHUS COTPYAHHKOB TOJOXEHHH 3aKOHOJATEIHCTBA
Poccuiickoit denepaniui O MEPCOHANBHBIX [AaHHBIX, B TOM YHCJIE TpeOOBaHWUW K 3aIlHUTE
NEepCOHANBHBIX JaHHBIX, MpaBoBbiX akToB MBY J10 «IlLIN» HP PO mo Bompocam 06paboTku
MIEPCOHAIIBHBIX TAHHBIX;

- OPraHU30BBIBACT MpUEM U 00pabOTKy 0OpalleH it 1 3aIIPOCOB CYOBEKTOB IEPCOHANBHBIX
JAHHBIX WM UX MPEJCTaBUTENeH U OCYIIECTBISET KOHTPOJb 3a MIPUEMOM U 00pabOTKON TakuX
oOpalieHuit 1 3a1pocoB.

4.4. OGecnieunBaTh BHIMOIHEHHE JIMLIAMHU, OCYIIECTBISIIOIIMMH 00pabOTKy MepCOHANbHBIX
JMAHHBIX W JUIAMHU, UMEIOIIMMH JOCTYN K TEePCOHATbHBIM JaHHBIM, TPEOOBAHWH 1O 3aIIUTE
MIEPCOHAIIBHBIX TAHHBIX, YCTAHOBJIEHHBIX HOPMATUBHBIMU IIPABOBBIMH AKTaMHU.

4.5. ObecnieunBaTh KOH(PHUIECHIMAIHLHOCTh NEPCOHANBHBIX JAaHHBIX, 00padaTHIBAEMBbIX B
CTPYKTYPHBIX TOAPA3JEICHUSIX, KpOME OOIIETOCTYIHBIX MEPCOHAIBHBIX JaHHBIX W CIy4YacB
00e3MMYrBaHMS MEPCOHATBHBIX JaHHBIX, €CIIM NHOE HE MPEAyCMOTPEHO (ereparbHbIM 3aKOHOM.

4.6. [IpuauMathe Mepbl IO o0ecreueHn0 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH WX
00paboTKe B CTPYKTYPHBIX TOJIPA3ACICHUSX.

4.7. He nomyckatb 00pabOTKy ¥ IPHOOIIIEHUE K JIMYHOMY JACNTy CyObEeKTa MePCOHATbHBIX
JAHHBIX  CBEJCHUM, KaCalIIMXCS  COCTOSHHUS  30pPOBbs, pacoOBOW,  HAIMOHAJIbHOM
MPUHAJISKHOCTH, TOJIUTUYECKUX B3IVISIIOB, PEUTHO3HBIX WM (uinocodckux yOeKIAeHUI,
YJICHCTBA B OOIIIECTBEHHBIX 00BEIUHEHUSIX UITU €ro MPO(COI3HON NesSTeNbHOCTH, €CITM UHOE HE
MPeyCMOTPEHO (deaepatbHbIM 3aKOHOM.

4.8. OOecnieunBaTh YHUUYTOKEHUE IMEPCOHATBHBIX TaHHBIX MO JOCTHKCHHH IENed UX
00paboTKK WK B cllyyae yTpaTbl HEOOXOJWMOCTH B JOCTHKEHHH ITHX IleNied, eclI WHOE He
PEeyCMOTPEHO deepaTbHBIM 3aKOHOM.
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4.9. BemonHATh WHBIE TpeOOBaHUS B COOTBETCTBUHM C DenepalbHBIM 3aKOHOM OT
27.07.2006 Ne 152-®3 «O mnepcoHalbHBIX JAHHBIX» W HPHUHATHIMH B COOTBETCTBUM C HUM
HOPMAaTUBHBIMH [TPABOBBIMU aKTaMHU.

5. Ilopaook oocmyna K nepcoHanbHbIM OAHHBIM U UX NPEOOCHABNIeHUA

5.1. K 00paboTke mepCOHANBHBIX JaHHBIX JOMYCKAIOTCS COTPYAHUKH CTPYKTYPHBIX
noxpaznenenun MBY 10 «/AlIW» HP PO, 10/KHOCTHBIMM HMHCTPYKLUSMHU KOTOPBIX
MIPETYCMOTPEHO BBITTOTHEHUE 00s3aHHOCTEH M0 00pabOTKe MEPCOHATBLHBIX TAHHBIX.

5.2. IlpenocraBiueHue NOCTyNa K MEPCOHAIBHBIM JaHHBIM COTPYJHHKaM CTPYKTYpPHBIX
noapazneneaniit MbY J10 «JIIN» HP PO ocyiecTBisieTcs Ha OCHOBaHUY MEPEUYHS JOJKHOCTEN
pabOTHHKOB, 3aMeIICHNE KOTOPBIX MPEIYyCMaTPUBACT OCYIIECTBICHHE 00pPa0OTKH MEPCOHATBHBIX
JTaHHBIX, TUOO OCYIIECTBICHHE NOCTyIa K MEPCOHATBHBIM JaHHBIM, YTBEP)KJIEHHOTO MPABOBBIM
aktoM MBY J10 «IlLIW» HP PO, npuanMaemMbIiM B popMe pacopsHKEHUsI.

5.3. PykoBogutens crpykrypHoro mnoapazaeneHus MBY JIO «/JIIINW» HP PO npu
OpraHu3allii JOCTYyINa COTPYAHUKAa K TEPCOHAIBHBIM JAHHBIM OO053aH O3HAKOMHUTH €ro I0J
pocnuck ¢ TpeboBaHUSIMHU (eaepaIbHOTO 3aKOHOAATENbCTBA M TPaBOBBIX akToB MBY JIO
«AUIN» HP PO x o00paboTke mNepcoHANbHBIX JTaHHBIX M OOECIEYEHHIO 0e30MacHOCTH
MEPCOHAIBHBIX JaHHBIX.

5.4. JIuam, 1ONYIIEHHBIM K 00pa00TKe MEPCOHATBHBIX TaHHBIX, IPEIOCTABISIETCS JOCTYIT
TOJIBKO K TMEpPCOHAIbHBIM JaHHBIM, HEOOXOJUMBIM JJIsi BBIIOJHEHUS HUX CIIyKeOHBIX
o0si3aHHOCTEH B mpenenax 3agad U GyHKIUNA COOTBETCTBYIOMIMX CTPYKTYPHBIX MOApA3eICHHA,
MBY 10 «/ILL» HP PO.

5.5. Kaxpoe nuio, IOmMyImeHHOE K aBTOMAaTU3MPOBAHHOM 00pabOTKE NEepCOHAIbHBIX
JAHHBIX, UCIIOJIb3YET MHAMBHUIYAIbHBIN HIEHTU(PUKATOP U MapoJib, KOTOpPblE HE MMEET IpaBa
nepeaBaTh APYTUM JIMLAM.

6. Opzanu3zayusa 3auiumol NEPCcOHATbHBIX OAHHBIX

6.1. IlepconanbpHble 1aHHBIE OTHOCSTCS K CBEJIEHUSAM OTPAaHMUEHHOT0 IOCTYIIA U ITOAJIEXKAaT
3amuTe B pamkax ¢ynkmuonupytomeid B MBY JIO «/IllIM» HP PO cucremsr 3ammrts
uHpOpMaLIKH.

6.2. Ilpu opraHuzanuu 3aIUThl MEPCOHANTBHBIX AAHHBIX MpH uUX oOpadotke MBY 1O
«JIIN» HP PO pykoBOACTBYETCSI, B TOM YHUCIIE:

- ®enepanbHbIM 3aK0HOM OT 27.07.2006 Ne 152-D3 «O nepcoHAIbHBIX TaHHBIX»;

- [locranoBnenuem IlpaBurenscrBa Poccuiickoit @depepannn ot 15.09.2008 Ne 687 «O6
yTBepkaeHnn  [lomoxkeHnss 00  0OCOOGHHOCTAX  OOpabOTKM  MEPCOHAIBHBIX  JIAHHBIX,
OCYILECTBIIsIEMON 0€3 NCIOIb30BaHUS CPEACTB ABTOMATH3AIIINY;

- Ilocranonenuem I[IpaButenncTBa Poccuiickoit @enepanuu ot 21.03.2012 Ne 211 «O6
YTBEP)KACHUM TE€pPEeYHs] Mep, HalpaBlICHHBIX Ha oOOecreueHHe BBINOJIHEHUs O00s3aHHOCTEH,
npenycMoTpeHHbix dDenepanbHbiM 3aKOHOM «O MEepCOHANBHBIX NTaHHBIX» W MPUHATHIMU B
COOTBETCTBUU C HHUM HOPMATHBHBIMH TPABOBBIMU aKTaMH, OIEPaTOPAMH, SBIISIOIIUMUCS
roCy/1apCTBEHHBIMU U MYHULIUIIATbHBIMU OPTaHAMI»;

- [Tocranosnenuem [IpaBurenscra Poccuiickoii @enepanuu ot 01.11.2012 Ne 1119 «O6
YTBEP)KICHHH TPEOOBaHMI K 3allUT€ TNIEPCOHATBHBIX MJAaHHBIX TMpU HX 00paboTKe B
WH(OPMAIIMOHHBIX CHCTEMaX MEePCOHATBHBIX TAHHBIX);

- TpynoBbeiM konekcoM Poccuiickoit @enepanuu.

6.3. CyObeKTaMy OTHOIICHUH MpHU OpraHU3allMyd CHUCTEMbI 3aLIUTHI I 0OecreueHus
0€30MacHOCTH NEPCOHANIbHBIX IaHHBIX MPHU UX 00pabOTKe B CTPYKTYPHBIX MoApazaeneHusx, MbY
J0O «IN» HP PO (nanee — cyObeKThl HHPOPMALMOHHBIX OTHOIICHUN) SBISIOTCS:

- MBY 10 «/I11I1» HP PO kak ornepaTop, OCYIIECTBISIONHIN 00pabOoTKy MepCOHATBHBIX
JAHHBIX;



- COTPYAHUKH CTPYKTYpHbIX noapazaenenuii MbY J10 «A1lI1» HP PO, nonymienasie k
00paboTKe MePCOHANBHBIX TAHHBIX, B COOTBETCTBUU C BO3JIOKEHHBIMU HA HUX IMOJTHOMOUYHUSMHU U
GyHKIHSIMU.

6.4. Tlog Oe3omacHOCThIO WH(MOPMALMKA MMOHUMAIOT COCTOSHUE 3alIMIIEHHOCTH
uH(pOopMaLnu, IPU KOTOPOM oOecrieueHbl ee KOH(UIECHIINATbHOCTb, JOCTYITHOCTb U LIEJ0CTHOCTb.

6.5. 3amauaMu CUCTEMBbl 3alIUThl NEPCOHATBHBIX JAHHBIX SIBIAIOTCS HUCKIIOYEHHUE WIIN
MUHUMU3aLKA ymepda OT BO3MOXHOW pealdu3alud CIydyallHBIX WM 3JI0HAMEPEHHBIX
BO3JICUCTBUI Ha MEPCOHAIbHBIC JJAHHBIE, a TAKXKE MPOTHO3UPOBAHUE U MPEJOTBPALLECHNUE TAKUX
BO3JICHCTBUI.

6.6. B ciydae npuHSTHS peIIeHUs O TNpPOBEACHHH pPaboT Mo 00€3IMYUBAHUIO
MEPCOHANBHBIX JIaHHBIX pa3palaThIBalOTCS MpaBuiia pabOThl ¢ 00E3JIMYEHHBIMU JaHHBIMU B
COOTBETCTBUH C NpuKazoM PenepaabHON cIyKObI 10 HAA30pYy B cepe CBsA3U, UHHOPMAITHOHHBIX
TEXHOJIOTHI U MaccoBbIX KoMMyHHKaui oT 05.09.2013 Ne 996 «O06 yTBepxkaeHUN TpeOOBaHMI
¥ METOJIOB 110 00E3TMYUBAHUIO TIEPCOHATBHBIX TaHHBIX).

6.7. JIumo, OTBETCTBEHHOE 32 OpPraHU3alMI0 00paOOTKH MEPCOHABHBIX JaHHBIX B MBY
J0O «/IllI1» HP PO, mpu obecrieueHNN 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX, B YACTHOCTH,
BIIPaBE:

- IMETh JOCTYI K HMH(OpMAINH, Kacaroleics: 00paboTKH MepCOHATbHBIX JaHHbIX;

- TMpUBJIEKaTh K peanu3alil Mep, HaIpaBJIICHHBIX Ha ol0ecrneueHue Oe30MacHOCTH
MEPCOHANBHBIX JaHHBIX, 00pa0aThIBAEMBIX B CTPYKTYPHBIX TOJpPa3ACleHUSIX, COTPYIHHKOB C
BO3JIO’KEHUEM Ha HUX COOTBETCTBYIOUINX 00S3aHHOCTEHN U 3aKpeIyIeHUEM OTBETCTBEHHOCTH.

7. Mepwt no obecneuenuto dezonacnocmu
NepCcOHAaNbHBIX OAHHBIX NPU UX 00padomke

7.1. Omnepatop mpu 00pabOTKe MEPCOHANBHBIX JAHHBIX MPUHUMAET BCE HEOOXOIUMBIC
IIPaBOBbIE, OPraHU3ALMOHHbIE U TEXHUYECKUE (MPOTrpaMMHO U amlmnapaTHO peaiu3yeMble) Mephbl
JUTSE UX 3alUThl OT HEMPaBOMEPHOTO WM CIy4YailHOTO JOCTYyNa, YHHYTOXKEHUS, M3MCHCHWS,
OJIOKMpPOBAaHUS, KOIHPOBAHHUSA, IMPEAOCTABICHUS, pPACIpPOCTPAHEHHsS, a TaKXKe OT HWHBIX
HENPABOMEPHBIX JECUCTBUI B OTHOLLIECHUU HUX.

7.2. K mpaBOBBIM MepaM 3alllUThl NEPCOHAIBHBIX JAHHBIX OTHOCHUTCS MPHUHSITHE
npaBoBbix akToB MBY J10 «JIlIM» HP PO B coorBercTBHM ¢ (peepaibHBIMH 3aKOHAMHU B
o0JyacTu 3alluThl MEPCOHAJBHBIX JAHHBIX W NPUHATHIMU B UX HCIOJHEHHE HOPMATHUBHBIMU
JTOKYMEHTaMU, 3aKPEIUIIFOIINX TIPpaBa U 00s13aHHOCTH CYOBEKTOB HH(POPMAITMOHHBIX OTHOIIICHHIA
B IIpolecce 00pabOTKU MEPCOHANBHBIX JaHHBIX, & TAKXKE YCTAHABIMBAIOIINX OTBETCTBEHHOCTH 32
HAPYIICHUE dTUX MTPABHUIL

7.3. K oprann3aumoHHbIM MepaM 3allUuThl IEPCOHAIBHBIX AAHHBIX OTHOCSTCS, B TOM
qHce:

7.3.1. Pa3paboTka ¥ TOJAEp)KaHWE B AaKTyaIbHOM COCTOSHHHM OpPTaHU3aIlMOHHO-
pacHopsSANTENbHBIX JIOKYMEHTOB, PETJAMEHTHPYIOMINX TMOPSA0OK OOpabOTKH IMepCOHATBHBIX
JAHHBIX, CO3aHUs U (PYHKIIMOHUPOBAHUS CUCTEMBI 3aIIUThI IEPCOHATIBLHBIX TaHHBIX;

7.3.2. Opranuzanusi A€ATEIbHOCTH CyOBEKTOB WH(POPMALMOHHBIX OTHOIICHUH, B TOM
YHCIIe:

- YCTaHOBJICHME TIEPEYHS JOJDKHOCTEH, 3aMelleHHe KOTOPBIX MpeaycMaTpuBaeT
OCYIIIECTBIIEHHE OOpabOTKM TMEpPCOHAIBHBIX JaHHBIX JHMOO OCYIIECTBICHHE JOCTyNa K
MEPCOHAIBHBIM JIaHHBIM;

- OCyIIeCTBIIeHHE OOpabOTKM TMEpPCOHAIBHBIX JAHHBIX C COIVIAaCHs CyOBEKTOB
MEPCOHATBHBIX JTaHHBIX,

- "”HGOPMHUPOBAHHKE JINII, OCYIIECTBIISIONINX 00pabOTKy MepCOHATBHBIX TaHHBIX, O (haKTe
00pabOTKM UMU NIEPCOHANBHBIX JaHHBIX, KATETOPHIX 00padaThIBaeMbIX MEPCOHATBHBIX TaHHBIX,
a Takke 00 0COOCHHOCTSAX M IIPaBUIaX OCYIIECTBICHUS TaKoW 00paboTKH;




- obecrnieueHue paszfenbHON (UKCAlMM HA MAaTEepPHAbHBIX HOCHUTENAX MNEPCOHAIbHBIX
JAHHBIX, UIMEIOLINX Pa3IMUHYIO 11e1b 00pabOTKH, MM UX pa3ebHOW 00pabOTKH;

- ofecrieueHre pa3JelbHOIO XPAaHEHUs TMEePCOHATIbHBIX JaHHBIX (MaTepHabHBIX
HocuTenei), 00paboTKa KOTOPBIX OCYLIECTBISIETCS B PA3IMUHBIX LETIX;

- CBOCBPEMEHHOE YCTPAHCHHE BBISIBJICHHBIX HAPYIICHUH 3aKOHOIaTEIhCTBA 00 00paboTKe
Y 3alIUTE IEPCOHAIBHBIX JaHHBIX.

7.3.3. OcymiecTBiIeHHE BHYTPEHHET0 KOHTPOJISI COOTBETCTBHUS 00paObOTKH U O€30MaCHOCTH
nepcoHabHBIX gaHHbIX B MBY JIO «JUINW» HP PO TpeGoBaHusSM 3aKOHOJATEIHCTBA
Poccuiickoit @enepanyuu 1 UHbIX HOPMATUBHBIX MPABOBBIX aKTOB O MEPCOHAIBHBIX JaHHBIX, B TOM
yrcie TpeOOBAHUSAM K 3aIIUTE MEPCOHATBHBIX TAHHBIX;

7.3.4. OOyyeHue, TEPUOINYECKOE TIOBHINICHUE KBATM(PUKANUA  COTPYIHHUKOB,
OTBETCTBEHHBIX 3a OpraHu3anuio o0paboTku M obecriedeHne O€30MacHOCTH HH(OpPMAIHH,
COTPYJIHUKOB, HETIOCPECTBEHHO BBIMOIHSIOMIMX MEPOIPUATHUS 110 0OecreyeHno 0e30MacHOCTH
NEPCOHAIBHBIX JaHHBIX;

7.3.5. OcymectBaenne o3HakomiieHus pabotaukos MBY 1O «AIIN» HP PO,
HETOCPEACTBEHHO OCYLIECTBISIOMIMX O0padOTKY MEPCOHATIBHBIX JAHHBIX, C MOJIOKECHUSIMH
3aKOHOJATEIbCTBA O TNEPCOHAIBHBIX JaHHBIX, B TOM 4YHCJIE€ TpPeOOBaHUAMHU K 3allUTe
NEPCOHANBHBIX JaHHBIX, [IOJUTUKON U MHBIMU BHYTPEHHUMH PETyJIATUBHBIMU JOKYMEHTAMH IO
BOIIPOCaM 00pabOTKH NMEPCOHAIBHBIX JAHHBIX;

7.4. TexHu4yeckHe Mepbl 3aIIUTHI JOCTUTAIOTCS CIEAYIOIUMH CIIocoOaMu:

- CBOECBPEMEHHBIM BBISBIEHUEM yIrpo3 O€30MacHOCTH TMEePCOHANBHBIX JaHHBIX |
IPUHITHEM COOTBETCTBYIOIINX MEP 3aLUTHI;

- pe3epBHBIM KOMTMPOBAHUEM MH(OPMALIMOHHBIX PECYPCOB;

- TPUMEHEHHEM TMPOrPaMMHBIX MPOAYKTOB, OTBEYAIOUIMX TPEOOBAHMUAM 3aIIUTHI
MEPCOHAIBHBIX JaHHBIX;

- Y4E€TOM MAIlIMHHBIX HOCUTENEN IEPCOHAIBHBIX JaHHBIX;

- BOCCTAHOBJICHHEM ME€PCOHAIBHBIX JAHHBIX, MOAU(PUIIMPOBAHHBIX UM YHUYTOXKEHHBIX
BCJIE/ICTBUE HECAHKIIMOHUPOBAHHOIO JOCTYIA K HUM;

- CBOEBPEMEHHBIM NPUMEHEHHEM KPUTUYECKUX OOHOBJICHUH OOIIECHCTEMHOTO U
NPUKJIAJHOTO MTPOrPaMMHOTO 00eCIIeUeHUs;

- UCIOJIb30BAHHEM MPOTPaMMHO-ANNaPATHBIX CPEJCTB, BHIOIHSIIOIUX CAMOCTOSITENEHO
WIN B KOMIUIEKCE C IPYTHMHU CPEACTBAMHU (DYHKIIMH 3aIUTHI TIEPCOHANBHBIX JaHHBIX, U METOJIOB
3amuThl (KpunTorpaduyecKue CpeAcTBa 3auThl HHGOPMAITHH).

7.5. Ilpu o00paldoTKe TNEPCOHATBHBIX JAHHBIX C HCHOJB30BAHHEM CPEACTB
apromatuzauuu MBY 10 «ILLIN» HP PO, B yacTHOCTH, MIPUMEHSIOTCS CJIeTYIONIHE MepPbI:

7.5.1. Ha3HAa4YaeTCsl OTBETCTBEHHBIN 32 OPraHU3aIMI0 00PaOOTKU MEPCOHANBHBIX JaHHBIX,
OTIpEeeINAETCS €r0 KOMIIETEHLIUS;

7.5.2. yTBepKIAIOTCSI BHYTPEHHHUE PETYISTUBHBIE JOKYMEHTHI IO BOIIPOcaM 00pabOTKU U
3alUTHI IEPCOHANIBHBIX ITaHHBIX, B TOM YHCJIE YCTaHABIMBAIOIINE IPOLEAYPbI, HAlIPaBJICHHbIE Ha
IPEIOTBPALICHUE U BBISBICHHE HapYLIEHUI 3aKOHOJATENbCTBA, YCTPAHEHNE NIOCIEACTBUM TaKUX
HapyUICHUI;

7.5.3. OCyIIECTBIICTCS] BHYTPEHHHI KOHTPOJIb COOTBETCTBUSA 00pPaOOTKM MEPCOHATBHBIX
JTaHHBIX 3aKOHY O MEPCOHATBHBIX JAHHBIX M MPUHATHIM B COOTBETCTBHU C HUM HOPMATHUBHBIM
IPaBOBBIM aKTaM, TpeOOBaHMSM K 3aIIUTE MEPCOHATBHBIX ITaHHBIX, [IOMUTHKE W BHYTpEHHHM
perynsatuBHbIM fokyMeHTam MBY J10 «/IILI1» HP PO;

7.5.4. TpOBOIUTCS OIEHKA Bpelna, KOTOPBIH MOXKET ObITh MPUYUHEH CyObeKTaM
NEPCOHAIBHBIX JAaHHBIX B Cllyyae HapylIeHHUs 3aKoHa O MEePCOHAIBHBIX JaHHBIX, OMpPEeIsIeTcs
COOTHOILIEHHUE yKa3aHHOTo Bpena u npuHuMaeMselx MBY J10 «I1LI1» HP PO mep, HanipaBieHHBIX
Ha oOecredyeHHe HCIOJIHEHUs O00si3aHHOCTEH, MPEIyCMOTPEHHBIX 3aKOHOM O MepCOHAbHBIX
TAHHBIX.

7.6. ObecnieyeHue 3aIUTHI MePpcOHANBHBIX JaHHBIX B MBY 10 «/IILIW» HP PO npu
HX o0paloTke, ocymecTBJIsseMOii 0e3 MCIOJIb30BAHUSI CPEACTB aBTOMaTH3allNH,
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AOCTUTAETCSl, B YACTHOCTH, IyTeM:

7.6.1. 000cobIeHHS TEPCOHATBHBIX JAHHBIX OT HHOM MH(pOpMAIINH;

7.6.2. HemomymieHuss (QUKCalMM HAa OJHOM MAaTEPUATBLHOM HOCHTENE TEePCOHATBHBIX
TAHHBIX, [IeJTH 00pabOTKH KOTOPHIX 3aBEIOMO HE COBMECTHUMBI,

7.6.3. MCHIONIB30BaHUS OTJIECIBHBIX MAaTEPHAIBHBIX HOCHUTEICH Il 00paOOTKH KaKIOM
KaTeropuy MepCOHATBHBIX TaHHBIX;

7.6.4. IpUHATHS MEp MO OOECICYCHHIO pa3IebHON 00paOOTKU MEPCOHATBHBIX JTaHHBIX
IPY HECOBMECTUMOCTH 1eJIel 00pabOTKH MEePCOHANBHBIX JTaHHBIX, 3aUKCUPOBAHHBIX HA OJHOM
MaTepuaibHOM HOCHUTENE, €CIM MaTepuaibHbIi HOCUTENb HE TIO3BOJSET OCYIIECTBISAThH
00paboTKy MEepCOHATBHBIX TAaHHBIX OTIEIBHO OT APYTUX 3a(UKCUPOBAHHBIX HA TOM K€ HOCUTEIIEC
MEPCOHAIBHBIX JaHHBIX;

7.6.5. cobmronenus TpeOoBaHMIA:

- K pa3nenbHOM 00paboTke 3adUKCUPOBAHHBIX HA OJIHOM MaTEepPHAIBHOM HOCHUTEIIE
MEPCOHAITBHBIX JaHHBIX U WH()OPMAIIUU, HE OTHOCAIICHCS K IEPCOHATLHBIM JIAHHBIM;

- YTOYHEHUIO IePCOHANIbHBIX JaHHbIX;

- VHUYTOXXCHHIO WM O0E3TUYUBAHUIO YACTH MEPCOHATBHBIX JTaHHBIX;

- HUCHOJIb30BAaHUIO THUMOBBIX (OPM JTOKYMEHTOB, XapakTep HHGOpMaluu B KOTOPBIX
MPETOJIaraeTCs WK TOMYCKAeTCsl BKIIFOUECHUE B HUX TIEPCOHAIBHBIX JaHHBIX;

- XpaHEHUIO MePCOHANBHBIX TAHHBIX, B TOM YHCJIE K 00€CIIEUEHHIO Pa3IeIbHOTO XPAHEHUS
MEPCOHAITBHBIX JTAHHBIX (MAaTepUAIBHBIX HOCHUTEINEH), 00paboTKa KOTOPBIX OCYIIECTBISETCS B
Pa3IUYHBIX LENSIX, U YCTAHOBJICHUIO MTEPEUHS JINII, OCYIIECTBISIONMX 00paboTKy MepcoOHaIbHBIX
JAHHBIX TMOO UMEIONTUX K HUM JIOCTYTI.

7. Omeemcmeennocmep 3a Hapyuienue mpeodosanuii 3akonooamenscmea Poccuiickoit
Deodepayuu ¢ odracmu NEPcoOHANLHLIX OAHHBIX

7.1. OTBETCTBEHHBIN 3a OpraHU3aIi0 00paOOTKU MEePCOHANBbHBIX NaHHBIX B MBY IO
«/AIN» HP PO HeceT OTBETCTBEHHOCTH 32 HA/JIEKAIEE BBHITOJIHEHNUE BO3JIOKECHHBIX (DyHKIINH
0 OpraHu3aluu OoOpaOOTKM NEPCOHAIBHBIX MaHHBIX B CTPYKTYPHBIX MOJpPa3/eiICHUSIX B
COOTBETCTBUM C 3aKOHOAATENbCTBOM Pocculickoi ®Penepanvy U HMHBIMH  HOPMAaTHUBHBIMU
MIPABOBBIMU aKTaMH B 00JIaCTH NEPCOHAIBHBIX JaHHBIX.

7.2. Jluna, ocyuecTBISIOMNE OO0pabOTKy IEpPCOHANBHBIX MTaHHBIX B CTPYKTYPHBIX
nojApa3ieNieHnusX, oTpacieBbiXx (GyHKIHOHaIBHBIX) opraHax MBY JIO «JIllIN» HP PO, B
COOTBETCTBUM CO CBOMMH IIOJIHOMOYHMSIMH, HECYT TIPa’KJaHCKO-IIPAaBOBYIO, YTOJIOBHYIO,
aJMUHHUCTPATUBHYIO, AMCLUUIUIMHAPHYIO OTBETCTBEHHOCTh 3a HapylleHue TpeboBaHUN K
00paboTKe ¥ 3almUTe TMEPCOHANBHBIX JaHHBIX, MPETYCMOTPEHHYIO 3aKOHOJATEIbCTBOM
Poccuiickoit deneparumu.
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